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Multi-Factor Authentication (MFA) Enrollment Instructions

This guide will walk you through enrolling your device for Multi-Factor Authentication (MFA). This is a
mandated directive by NYC Cyber Command. MFA adds an extra layer of protection by requiring a

password in addition to your username and password when accessing DYCD Connect. We encourage all

users to enroll in MFA in advance by following one of the methods provided in this guide.

Please note:
MFA will not be required to access DYCD Connect until after September 16, 2025. Effectively after
September 15th, all users will automatically be prompted to complete MFA setup when logging in.

ENROLLMENT - From Your Computer

Step 1: Go to MFA Setup Website

1.

On a computer (Windows or MacOS v10.11 or later), open Microsoft Edge or Chrome and go to:

(7 https://aka.ms/mfasetup

Enter your email address associated with your DYCDConnect user account:

username@dycd.nyc.gov

When redirected, confirm your email and enter your password.

Click Next on the following screen.

D o ey A o

Keep your account secure

Microsoft Authenticator

@ Start by getting the app
On your phone. install the Microsoft Authenticator app. Download now

1want to set up 3 different method
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5. Choose from one of the following methods to Authenticate: Microsoft Authenticator or via Phone.

Choose a different method X

Microsoft Authenticator
B v it ovise o
time codes

Q) Phone
Get a call or

0 sign in with a code

Need more info? Learn more about each
method.

6. Ifyou selected Microsoft Authenticator, click Next and follow the prompts

Keep your account secure

Microsoft Authenticator

Set up your account

If prompted. allow notifications. Then add an account and select “Work or school”,

- L

oo | I
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7. Ifyou selected Phone, enter your phone number and select Next.

Keep your account secure

Phone

You can prove who you are by answering a call on your phone.

What phone number would you like to use?

Country code Phone number

United States (+1) - [ kulu phone ',"\I‘)L-r]:

Cheose how to verify
!'?'! Call e

Message and data rates may apply. Choosing Mext means that you agree to the Terms of service and Privacy

and cookies stat 1

Lwant to set up 3 different method

8. If prompted with “Stay sighed in?”, select Yes.

NYCOTI

Ofica of Tosengy & ravanion

cboadmin111@nyco365.0nmicrosoft.com

Stay signed in?

Do this to reduce the number of times you are asked

« EF

10 sign in.

[_] Don't show this again

Terms and conditions of the City of New York's Cloud
Use Policy:

By signing into the NYC.gov Microsoft portal, you
agree to abide by the terms and conditions of the
City of New York’s Cloud Use Policy. All data that you
access on this portal is the property of the City of
New York. By signing into the portal, you consent to
the disclosure of any information or the content of
files you enter. Users are responsible for ensuring
that they act in accordance with this policy and other
policies and legislation applicable to the City of New
York data.
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Step 2: Set Up Microsoft Authenticator
6. Onthe “Additional security verification” screen:
o Under “Step 1. How should we contact you?”, select Mobile App
o Choose “Receive notifications for verification”

o Click Setup

Keep your account secure

Microsoft Authenticator

Set up your account

If prompted. allow notifications. Then add an account and select “Work or school

- Lz

e | [N
lwanttosetup a gtﬂelenl method

Keep your account secure
Phone
We're calling +1 3475750863 now.
Back
1 want to set up a differant mathod
2,
Keep your account secure
Success!
Great job! You have successfully set up your security info. Choose “Done” to continue signing in.
Default sign-in method:
Phone
+1 3475750863 \
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ENROLLMENT — From Your Mobile Phone

Step 1: Install the App
1. AQR Code will appear on your computer screen. On your phone, download and install the
Microsoft Authenticator app:

e Android: Download here

e iOS: Download here

e Windows Phone: Download here

2. Openthe app and tap Add Account

Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next™.

E=3

| want to use a different authenticator app

3. Choose Work or School Account

Microsoft Authenticator

Set up your account

If prompted. allow notifications. Then add an account, and select “Work or school™,
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4. Grantcamera access and scan the QR code on your computer

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next",

Zad o e
2
Can't scan image?

Once scanned, you’ll see a 6-digit code and a prompt to Approve sign-in — tap Approve.
Got a “QR code already used” message?
e Close all open browser windows completely

e Reuvisit the setup website and try again

Back on Your Computer

5. Afterapproval, click Next

Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next™.

| want ta use a different authenticator app
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MYEOTI | wy sign-ins -

fak A et

Security info

IR, T s ) These are the methods you use ta sign into your account or reset your password.

€BOAdminT dycd nyc.gov

You're using the most advisable sign-in method where it applies.

& Overview Sign.in mathod whan unavailabi: Phan - call 41 475750063
S Security info -+ Add sign-in method
O Devices w Phane +13475750863 Change Delete
/2 Change Passward - .
updated o
(=] pesswars 6 houts age Change
2 Organizations
» . Lest device? Sign out everywhere
5 Settings & Privacy
+5)  Recent activity
CE My Apps
& My Groups
&1 My Access

6. Set up backup methods (highly recommended):

1. Add another phone number (e.g., personal phone) under Alternate authentication phone

Add a sign-in method

7\ Passkey in Microsoft Authenticator
e Sign in with your face, fingerpnnt, PIN

Security key
Sign in using a USE, Bluetooth, o« NFC device

Microsoft Authenticator
Approve sign-in requests or use one-time codes

Alternate phon|

Get 3 call to sign th a code

Q) Office phone

Get 3 call to sign in with a code

Need more info? Learn mare about each method

7. Click Save —Setup is complete!
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TESTING MFA Post-Launch — From Your Computer

1. Visit: https://www.dycdconnect.nyc/Home/Login

Enter your CBO email and password.

2. Depending onyour selected MFA method:
a. Notify me through app
e Asign-in prompt will appear on your Microsoft Authenticator app
e TapApprove
b. Use verification code
e Opentheapp
e Enterthe 6-digit code under NYC 0365 HOSTED
c. Call my phone
e You’llreceive a call— answer and press #
d. Didn’t respond in time?
e Click Send another request
e Orclick Enter a security code
e Orchoose Get a code a different way

16. Once verified, you’ll see the DYCD Connect homepage
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Experiencing Technical Issues?

MFA Call Not Coming Through?

Issue:
e Youtrytologinto DYCD Connect and select MFA call option
e You see “We’re calling your phone...”
e Butyou neverreceive the call

This could mean the number (718) 354-2719 is blocked on your phone.

Fix - Unblock the Number

Open Contacts (or Apps > Contacts)

Tap the Menu icon (top-right)

Tap Settings > Call > Call Rejection / Block List
Remove: (718) 354-2719

PowObd -

—

. Goto Settings > Phone > Blocked Contacts
2. Remove: (718) 354-2719

If you encounter any issues or errors during this process, please submit a ticket via the DYCD Connect
Help Center (https://www.dycdconnect.nyc/Home/HelpCenter) or contact your Program Manager.
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FREQUENTLY ASKED QUESTIONS

Q: Can I register multiple devices for MFA?

A: Yes, you can register more than one device (such as a personal phone, work phone, or tablet) to receive MFA
prompts. Log into the MFA setup portal at https://aka.ms/mfasetup from a web browser. After signing in, click
“Add method” to enroll another device.

Q: How do | transfer MFA to a new phone?

A: To move MFA to a new phone, download the Microsoft Authenticator app on your new phone. Go to
https://aka.ms/mfasetup on your computer. Sign in using your DYCD email and password. Click “Add method”,
choose “Authenticator App”, and follow the prompts to scan the new QR code with your new phone. (Optional)
Remove the old phone from the list once the new one is set up.

Note: If you no longer have your old device and can't approve the sign-in, contact the DYCD Help Desk to reset your MFA
settings.

Q: What should | do if | lLose or reset my device?
A: If your phone is lost, stolen, or reset, contact the DYCD Help Desk immediately. They will verify your identity and
assist with resetting your MFA so you can re-register a new device. Until it’s reset, you won’t be able to access the

DYCD systems that require MFA.

Note: Do not attempt to reinstall MFA without a reset if you no longer have access to your original device.

Q: Can MFA be used on both desktop and mobile platforms?

A: Yes, MFA works across all platforms. You will typically access DYCD systems on a desktop or laptop, but MFA
prompts (such as approval notifications or verification codes) are sent to your registered mobile device. You can
also use MFA to sign in on mobile web browsers.

Q: Do I need to install an app?

A: No, itis not required. The Microsoft Authenticator app is recommended to use MFA. The app is free and
available for download from the Google Play Store (Android) or Apple App Store (iOS). Once installed, the app will
either send you a push notification to approve or provide you with a 6-digit verification code to enter.

Q: Can l use emailinstead of the app for MFA?

A: No, email is not supported for MFA authentication. MFA must use either the Microsoft Authenticator app, or a
phone call. These methods are considered more secure and are required under NYC Cyber Command’s security
policies

Q: Can a single desk phone number be used by more than two users to set up MFA?
A: No, itis not recommended for more than one user to share the same desk phone number for MFA setup. MFAis

intended to provide a unique layer of security for each user, and sharing a phone humber can compromise that
security. Each user should ideally use their own phone number or device to receive MFA verification codes.
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